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1. GENERAL DESCRIPTION OF THE THESIS

1.1. Structure and volume

The thesis consists of 134 pages of text, 6 pages of bibliography and 2 annexes with a total volume
of 20 pages and includes: an introduction, 4 chapters, a conclusion with a summary of the results
obtained and a discussion of future research, a declaration of originality and a bibliography.

The structure and the volume of the thesis present very clearly the ideas and achievements of the
author. The text logically goes from a detailed coverage of the background on dependability and
real-time systems, as two related and well-established scientific disciplines, through a justification
of the research objectives, the results from the research, which include a new approach to creating
a fault-tolerant distributed real-time control system with adjustable reliability and a methodology
for quantitative reliability assessment of distributed real-time control systems, built with
components with different levels of structural redundancy.

The structure of the thesis meets the requirements of the Development of Academic Staff Act in
the Republic of Bulgaria (DASA) and the Act for its Institutional implementation (AII) as well as
with the requirements for such documents in the UK and several European countries (e.g. Spain,
Norway, Italy) with which [ am familiar.

The introduction presents:

- The motivation for the research. Multichannel fault-tolerant control systems are built using
redundancy (duplication/triple modular redundancy, etc.) resulting in additional delays
required to synchronise the operation of the channels of the fault tolerant system. Real-time
requirements, on the other hand, impose constraints on processing time and generating
control stimuli to the respective actuators. Solving these two requirements at the same time
— fault tolerance that does not violate time constraints — is a serious design challenge and
is a major motivation for the research conducted.

- Scientific formulation of the study, which includes:

o Subject of research

o Objective of the research

o A working hypothesis that is refined in several statements (research questions), for
which confirmation is sought with the conducted studies.

o Research methodology

o Main tasks of research.



The first chapter provides an overview of the terminology used in the specialized literature
dedicated to dependability of computer systems, real-time control of industrial systems. A
significant part of the chapter is devoted to the various methods for increasing reliability by
introducing redundancy — structural/functional and time — and creating fault-tolerant control
systems.

The second chapter covers in detail the modelling of a fault tolerant distributed real-time control
system. A detailed model of the distributed system is presented which consists of components with
redundancy. The system reliability characteristics are defined and justified. The modelling
assumptions are spelled out, too.

The third chapter is central in the thesis and presents the results obtained by using Monte Carlo
simulation of the operation of a distributed fault-tolerant system for real-time control using
specialized simulation software developed by the candidate. The usefulness of the proposed method
for adjustable reliability is illustrated convincingly (more details on results are provided below).

The fourth chapter summarises the results of the conducted research.

1.2. Timeliness and importance of the topic

The timeliness and importance of the topic is beyond any doubts. Distributed real-time processing
systems are used very widely in various industrial applications. Systems for safety-critical
applications in nuclear industry, critical infrastructures (e.g., power systems, telecommunications,
etc.), intelligent systems (robotics, autonomous cars, etc.) are examples where high reliability and
real-time control is required. Not all functions in such control systems, however, are equally
critical. In these circumstances, it becomes possible to seek high reliability via fault tolerance only
for those "critical functions" which affect system reliability substantially. For systems of significant
complexity (e.g., with many functions/components), it may not be obvious which functions are
critical, especially in cases where redundancy can only be assigned to some components of the
system. In such cases, developers are faced with a serious design problem of how to allocate
available resources (i.e., available modules) to components in a way that leads to the highest system
reliability. This problem cannot be solved without the use of quantitative assessment of the
available alternatives (i.e., “design space exploration™).

The proposed methodology for quantitative reliability assessment and the developed software for
Monte Carlo simulation are essential contributions to the solution of the problem of optimal
redundancy allocation among system components.

The thesis contains 49 figures and 4 tables that present the results of the conducted research.

1.3. Method of research

The thesis shows convincingly that Mrs. Djambazova has a lasting interest in dependable real-time
control systems. She demonstrates competence in formulating a complex research problem, and
ability to solve it by using stochastic models for reliability assessment of complex control systems.

1.4. Literature Review

102 literature sources were referenced in the thesis'. They cover well the topics of dependability,
fault tolerance and real-time control systems. The cited sources, related to stochastic modelling,
are also sufficient.

Most of the sources are in English, which shows an excellent awareness of the state-of-the-art in
the respective technical areas.

! [40] and [41] appear identical.



About half of the references were published in the new century, a significant part — in the last 5
years.

All sources are described according to the official requirements and are cited in the thesis correctly
and according to the recommended rules.

2. RESULTS AND CONTRIBUTIONS

The thesis is theoretically oriented. The original results are presented in Chapter 2 and Chapter 3.
The abstract of the Ph.D. thesis presents the work and the results very well.

The most significant results of the work are presented in Chapter 3. For example, Figure 3-37 (on
page 90 of the thesis) and the following graphs, showing the results of research on a 20-module
system, illustrate convincingly the usefulness of the proposed methodology for quantitative
assessment of different configurations for given total number of modules, allowing an adequate
comparison of the alternative configurations. Graphs of system reliability show that there is no
"stochastic ordering” between the reliability of different configurations, which in turn implies that
which of the possible configurations offers the best reliability depends not only on the configuration
itself and how the redundancy is allocated to components of the system, but also on the time interval
for which system reliability is evaluated and the possible configurations are compared.

Mrs. Djambazova states that the thesis has led to 3 scientific results, 4 scientific-applied results and
1 applied result (simulation program), statements that I accept.

I would like to highlight as particularly significant the demonstration that there is no stochastic
ordering between the reliability functions of the different configurations created for a given number
of modules. This result excludes the possibility for designers to identify a universally "optimal
configuration" that would guarantee the best system reliability for a given total number of modules
and components, regardless of the time interval for which the reliability is evaluated. In practice,
this result shows that designing a distributed control system with a given number of modules should
include an analysis similar to that proposed in the thesis,

3. EVALUATION OF PUBLICATIONS AND ABSTRACT OF PHD THESIS

Mrs. Djambazova's research has led to 5 publications and inclusion of the results in 2 scientific
reports (on projects with external funding).

It is noteworthy that the publications were made over a significant period of time, which
demonstrates that the author has long-lasting research interests on the topic of dependability?.

40% of the publications are written by two authors, one of which is a joint work of the candidate
with Dr Djambazov and one — with the supervisor / consultant Assoc. Prof. Dr Andreev.

The abstract of the Ph.D. Thesis summarizes accurately and clearly (within 49 pages) the main
ideas of the author. The research achievements and directions for future work, are presented
accurately, too.

4. NOTES, QUESTIONS AND RECOMMENDATIONS

Given that the study is focused on adjustable hardware reliability, it would be interesting to extend
the proposed methodology and take into account the impact of software failures. This possibility is
included in the thesis as one of the directions for future research.

2 In confirmation of this statement, I would also like to point out that the list of references includes papers by Mrs.
Djambazova, not listed as relevant to the thesis, which she published over the years in co-authorship or on her own.



4.1. Necessary adjustments

I believe that the following corrections to the text of the thesis are necessary’:

1

2.

(p.66) “fonycka ce, Ye .... BpeMeHaTa A0 OTKa3 ca HOPManHO pasnpegeneHn”.
C: I believe that this assumption is not needed, and the text should be corrected accordingly.

A stochastic model is fully defined by the model structure and the model parameters (failure
and recovery rates). The probability distribution of the time to system failure (i.e., to reaching
the absorbing state of system failure in the model) can be calculated by "solving" the model,
e.g., using Monte Carlo simulation or appropriate numerical methods. Asymptotically this
probability distribution should be exponential (see Littlewood's work from 19794 for the class
of semi-Markov models).

(p. 71) “Tbit kaTo pa3mepsbT U e ronam (Hag 40 cnopepn, USUCKBAHUATA Ha CTaTUCTUYECKUTE
NPecmATaHuA; B HaluMa CAydail pasmepbT Ha reHepasHaTa CbBKynHocT e 10°), cnopeg
LeHTpasnHaTa rpaHuM4yHa Teopema [37], [100], [101] moKe pa ce AoONycHe HOpPMAaNHO
pa3npefenieHne Ha reHepanHaTa CbBKynHoCT [99]”.

C: This statement needs clarification. It is not clear what random variable the envisaged
population represents. Is this a population of times to system failures collected during
simulation or of something else? The clarification is necessary so that one can see what the
Central Limit Theorem is applied to.

The Central Limit Theorem (CLT) applies to the distribution of the expected value of a random
variable for which a sample of observations used to estimate the expected value of the random
variable in question. The CLT applies to random variables of arbitrary probability distribution.

(p. 71) “HapekpoHOCTTa Ce M3YMCNABA B 3aBUCMMOCT OT BpeMeHaTa A0 OTKas U MOXeM A3
aonycHem ...”

C: This statement gives the impression that system reliability depends on MTBF and MTTR, but
it is not clear whether these are the parameters of the components, the modules or the system.

System reliability, of course, depends on the MTBF and MTTR of the components, but
could be calculated directly, for example using efficient numerical methods applied to
the transition matrix of a specified continuous-time Markov chain. | suspect that the
text above is an attempt to make it clear that the model parameters of the Markov
chain are related to the MTBF and MTTR of the modules/components used in the
system.

(p. 80+) X-axis scale is omitted for the figures in section 3.2.2.

C: Omitted labels on the X axis should be added. | suspect that the interval of values which will
appear on X-axis will be [0, 10°] hours.

4.2. Questions on the Thesis
During the viva [ would like to hear answers to the following questions:

1.

(p. 19) The thesis includes the following two statements:

3 Excerpts are used from the thesis in Bulgarian so that the reviews in English and in Bulgarian are consistent.
4 B. Littlewood, Software reliability model for modular program structure. IEEE Trans Reliability, 1979. 28(3): p. 241-246.
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a. “KopektHa ycnyra (correct service) ce npepocTaps, Korato ycayrata npunara
cucTemHaTa oyHKuma”. ...

b. “OTkas B ycnyraTa HacTbnea WAM NOPaAM OTKIOHEHMETO M OT QYHKUWOHANHUTE
cneumduKaumm, UM 3auoTo crneumduKaLmuTe He ONUCBAT afleKBATHO CMCTEMHaTa

¢yHKumA".

Q. Can you explain what a correct service is? Why is there a reference to a system function in
the definition? Wouldn't it be more appropriate to use a reference to functional requirements
instead? It seems to me that there is a contradiction between the two statements highlighted
above. Would you, please, elaborate?

My doubts are related to the following two aspects:

- deviation of the system behaviour from functional specification (functional requirements) is
indeed a system failure. Such deviations should be detected during system verification (e.g.,
by testing) or by monitoring the system operation.

- malfunction due to incorrect functional specification should not be considered a system
failure, but a fault of the specification, a problem that would have to be detected and fixed by
validation of the specification.

(p. 21) Fault — forecasting is discussed. The thesis argues that the focus of the work is fault-
tolerance.

Q. I would like to hear the candidate’s opinion on the relationship between fault-tolerance and
fault-forecasting? In particular, is fault-forecasting necessary when one is designing fault-
tolerant systems?

The relationship between fault-tolerance and fault-forecasting is implied in Fig. 1-3 (p.29)
where forecasting (or more generally assessment) is shown as an essential part of fault
tolerance. Would the candidate agree that the focus of the thesis, therefore, should also
include "fault forecasting"?

(p.23) “Bb3nuTe ca He3zaeucumu eNEeMEHTW, KOUTO KOMYHWMKMPAT nomexay cv no obuia
cbobuwmTenHa cpeaa”.

Q: Would the candidate clarify in what sense the nodes are independent? Is stochastic
independence (i.e., nodes’ failures occur independently) envisaged here or something else?

(p.57) “OTkas Ha cucTemata HacTbNBa, KOraTo rTogeye om Mo/108UHAMA KOMMOHEHTU OTKaXKaT
C HEOTKPUT OTKAa3 MAKM Npu NoBeye OT NOJIOBMHATA OTKasa/M KOMNOHEHTH BpoAT Ha Tesu ¢
HEOTKPUT OTKa3 e No-rofiaim oT 6pos Ha KOMMNOHEHTUTE C OTKPUT OTKa3s”.

Q: What is this assumption based upon? In reliability theory (e.g., when one uses Reliability
Block Diagrams, RBD), the concept of "structure function" is used. Structure function is a
Boolean function defining the system state ("working/failure”) as a function of the states
("working/failure") of the components used in the system. Would not the candidate agree that
“structure function” would be appropriate for the work in the thesis, too?

Structure function obviously affects the results of reliability assessment. The "structure
function" of systems without redundancy is a Boolean function AND, i.e., the system works
correctly only when all components are working. Using components with redundancy, as in
the thesis, leads to a structure function which includes Boolean OR(s).



4.

(p. 61) “Ha u3xoguTe ce noaabpxa He3onacHo ynpasnABallo sb3geicreue (fail safe) ...
MpeaMMCTBOTO Ha CTONOBOTO CbCTOsfiHUE € BbB Bb3MOXHOCTTa Aa Ce AnarHocTuumpa no-
necHo 1 6bP30 NpUUMHaTa 3a OTKas upes MHpopmaLmaTa OT CPEACTBATA 32 CaMONpoBepKa,
KOeTo HaMasifBa BpemeTo 3a npectoi ”.

Q1: Would the candidate give examples of "fail safe" state?

A fail-safe state is typically defined at SYSTEM level, e.g., an autonomous vehicle stops. In the
thesis a fail-stop state is defined and used at component level. This suggests that during
operation, some components may stop sending control signals to the devices (actuators) they
control, while the rest of the components may continue to send control signals. It would be
useful to give an example of a system in which such an approach with component-level safe
states would apply.

Q2: Would the candidate give an example illustrating how self-checking would be useful in fail-
safe condition?

4.3. Recommended corrections

When reviewing the thesis, I took notes about possible improvements of the text, which are
summarised below as recommendations to Mrs. Djambazova. I do not expect a response to these
during the viva and leave it to her to decide whether to address any of them in a new revision of
the thesis.

1.

(p. 46) “HacTtpoiiBaeMocCT e CBOMCTBOTO Ha rapaHTocnocobHarta pasnpegeneHa cucrema 3a
peanHo Bpeme fa pasnpeaens CTPYKTYPHMA W3UWDBK croped U3uCKeaHuama 3da
HadexOHoCcMm Ha npuaoxeHuemo”.

R. It is clear that different components can be assigned different level of redundancy. It remains
unclear, however, how the needs of the application for increased reliability will be accounted
for. Would be good to see a clarification of this aspect in the thesis.

(p. 65) “EAMHMYHWUTE KOMMOHEHTUM MMAT Hall-ManbK KoeduuMeHTa Ha nokputue — C1.
KoMnoHeHTUTE C ABOEH MOAYNEeH U3UWDBK UmaTt koeduumeHT Ha nokputne C2 > Cl, a
TPUNAUPAHUTE KOMMNOHEHTU UMaT KoepuLMEHT Ha nokpuTtue C3 > C2 > C1”.

R: It would be useful to clarify if the inequalities given above are mere assumptions. It would
be even better if a justification for the plausibility of these assumptions were added.

(p.66) “...OnpeaensHe Ha BpemeHaTa 40 0TKas (one of the outcomes from the studies)”.

R: It would be good to point out explicitly that the probability distribution (e.g., cumulative
distribution function) of the time to system failure is used.

| would also be curious to see if the Littlewood's asymptotic result (the time to failure is
exponentially distributed) applies to the conducted studies.

(p. 75) “AaHHUTE ca 3a cnegHWTE MHTEH3UBHOCTM Ha HEU3NpaBHOCTUTE U PEMOHTUTE:
NOCTOAHHW HEN3NPaBHOCTM Ha NpoLecop A,=10"7 1/h, cry4aitH1 HEM3NPABHOCTM Ha NPoOLLECcop
A=0.11/h, Bb3CTaHOBABaHE Ha NPOLIECOP Caej NOCTOSAHHA HEU3NPABHOCT W,=0.1 1/h, peMoHT
Ha KOMNOHEHT Uc=0.1 1/h....”

R: The values of the rates (intensity) of failure are unrealistically high. The thesis makes it clear
that these values have been adopted for "convenience" — to shorten the simulation time. It
would be good to see in the thesis a discussion of possible side-effects, e.g., that some of the



model properties such as its "stiffness" may be affected by the “convenient” choice of model
parameter values.

5. 1 would recommend that the list of references be divided into the traditional categories of
monographs, journal/conference articles, reports, etc.

5. CONCLUSION

The thesis "Study of the dependability characteristics of a fault-tolerant distributed real-time system
with adjustable reliability", developed by Edita Djambazova under the scientific supervision of
Assoc. Prof. Dr Rumen Andreev meets the requirements for awarding the educational and
scientific degree '""Doctor"'.

I therefore express a positive opinion on the work and strongly recommend that the honourable
members of the scientific jury vote in favour of awarding the candidate the sought degree.

Ha ocuobBhunp

5 September 2023 Reviewer: ;b @ /ﬂ A
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